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Viruses, phishing, spyware, and identity frauds risk reducing users’ confidence in the network and 
therefore its usefulness. As such security is the biggest imminent problem facing the Internet. In 
addition, security mechanisms are currently located in nearly all layers of the Internet stack. Future 
end-systems will be mainly mobile and will have limited power resources; this means that several 
security mechanisms running in parallel are quite doubtful. New architectural enablers are 
envisaged in the Post-IP to overcome the security risks. As such security is the biggest imminent 
problem facing the Internet. In addition, security mechanisms are currently located in nearly all 
layers of the Internet stack. Related problems are spam, and the handling of any kind of unsolicited 
“push” information.  
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The future Internet or “Post-IP” is an optimised network- and service- layer solution to the 
ubiquitous, mobile service-enabled communications between ~1012 mobile devices and billions 
of human users with guarantees and built-in orchestrated security, reliability, robustness, mobility, 
context, access, service support and management of the communication and services.  

This is, as roughly and generally formulated as it is possible at this early stage, the visionary design 
target to be solved. 
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In order to achieve the overall design goal, the following set of technical recommendations is 
proposed: 

 

1. Design an overall system with integrated core functionality (simultaneous Mobility, QoS, 
Security & more), since the Internet cannot be sufficiently improved by add-ons any more.  

2. Combine (1) with the specifics of wireless, such as limited bandwidth, higher costs and 
intermittent, dynamic connectivity and tackle this as the central, challenging problem of 
the project. 

3. Create and evaluate alternative, breakthrough and beyond-OSI architectures, in order to 
address the primary design challenges, and to overcome static layering and its 
disadvantages. Enable services to exploit network context information, and use self-
organizing technology. 

4. Decouple the IDs of information objects from their addressing, incl. users, nodes, 
documents, interfaces, domains and other structures. A key component of post-IP is its 
univocal identification structure.  

5. Specify a migration strategy between past IP and Post-IP 
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